With the rapid growth of renewable energy resources, the energy trading began to shift from centralized to distributed manner. Blockchain, as a distributed public ledger technology, has been widely adopted to design new energy trading schemes. However, there are many challenging issues for blockchain-based energy trading, i.e., low efficiency, high transaction cost, security & privacy issues. To tackle with the above challenges, many solutions have been proposed. In this survey, the blockchain-based energy trading in electrical power system is thoroughly investigated. Firstly, the challenges in blockchain-based energy trading are identified. Then, the existing energy trading schemes are studied and classified into three categories based on their main focus: energy transaction, consensus mechanism, and system optimization. And each category is presented in detail. Although existing schemes can meet the specific energy trading requirements, there are still many unsolved problems. Finally, the discussion and future directions are given.
Introduction
Energy crisis and environmental pollution have become two critical concerns in the last decade [1] . Smart grid with renewable energy resources is a promising approach to alleviate these problems, and its implementation can be facilitated by microgrids. In smart grid, new models, technologies, and flexible solutions are to be developed for intelligent energy management, to facilitate the optimal energy and power flow strategies. Specifically, energy trading, as an important component in energy management, is undergoing an evolution from centralized to distributed manner. In traditional energy market, the energy users can only buy electricity from the power utilities. In Smart grid, the energy users play a role in both power consumer and supplier. The excessive renewable energy generations can be traded with the utility and other users in deficit of power supplies for mutual benefits.
The traditional energy market model has many problems, such as over-centralization, low efficiency, high energy cost, security and privacy issues and so on, and its development has met a bottleneck [2] [3] [4] [5] . Additionally, in the transition from traditional power grid to smart power grid, the efficiency, demand, cost and emission issues also need to be fully considered [6] .
Meanwhile, as an emerging technology, blockchain has been widely adopted in many fields for its well-known advantages [7, 8] . Blockchain was indeed flawed when it first emerged. Nevertheless, studies have found these problems and made corresponding improvements, such as the measurement research and exploration of the re-parameterization of blockchain to improve its scalability [9] , the bitcoin-NG [10] which can tolerate Byzantine fault tolerance and achieve very good scalability, and the Protocol ''Ouroboros Praos'' which can defend against complete adaptive corruption [11] .
The application fields of the blockchain technology include finance, Internet of things, public social services, reputation system, security and privacy, and so on [12] . For example, in [13] , blockchain is used to enhance privacy through a decentralized personal information management system. It can ensure that users have control over data, proving that blockchain may serve as an important tool for trusted computing. The Hawk model proposed in [14] also addresses the issue of transaction privacy, by using an intelligent contract system that enables the compiler to automatically generate an efficient encryption protocol. As for the Internet of Things, blockchain can enable the sharing of services and resources, and automate several existing time-consuming workflows in the form of cryptographic authentication [15] . Beekeeper, a secure blockchain-based threshold IoT service system was proposed in [16] . Blockchain can also be employed for secure decentralized energy management [17] . Another study [18] has used blockchain to design privacy-protected search scheme for malicious servers. Moreover, it can also be applied to data sharing schemes to ensure the fairness of incentives [19] .
The integration of blockchain technology into energy trading is a novel and promising area of research, and many studies have made efforts in this regard [20] . Before formally attempting to combine blockchain with the energy trading model, some researchers first studied the application of distributed systems to the energy market. Proof by facts, P2P network model enables the energy market to operate in a consumer-centered manner and support the participation of the so-called "prosumers", which has greatly improved the flexibility of the traditional mode of energy market [21] [22] [23] [24] . Additionally, the distributed system can also provide high-precision demand response signals [25] , reduce cost and improve speed [26] . Moreover, it solves the problem of system scalability and mobility, and creates a competitive market that benefits small-scale prosumers [27] . Other studies mainly focus on the coordination between the macro power grid and micro grids, between micro grids and renewable resources, and within individual power grids, to formulate strategies that consider user utility, improve resource utilization, and ultimately achieve cost minimization [28] [29] [30] .
Many studies have shown the advantages of introducing blockchain technology into the energy trading systems [31, 32] . For example, high computing capacity can be realized with blockchain at a low cost, and the consensus mechanism can ensure the optimal solution. In addition, it can prevent fake transactions and establish an open and transparent credit system [33] . All nodes can work independently towards system equilibrium without central supervision [25] . The application of cryptography in blockchain can solve a number of system security problems [27, 34] and significantly reduce costs [35] . More generally, blockchain enhances the role of consumers in the system and their choices [35] . In [36] , the authors have evaluated the local electricity market based on blockchain, and the model shows that the system has already been in the early maturity stage.
Based on the survey of existing research work, this paper firstly expounds the problems faced by energy transaction before and after the adoption of blockchain. Then, we will analyze the relevant researches on combining energy transaction with blockchain. Next, existing research are summarized and classified based on different aspects in the blockchain model. Finally, we summarize and highlight the problems and challenges that still need to be addressed in this field.
The rest of this paper is organized as follows. Section II gives the preliminaries. In section III, the challenges of blockchain-based energy trading are stated. In section IV, an overview of blockchainbased energy trading is given. In section V, the methodologies for energy transactions are investigated. The consensus mechanisms are studied in Section VI. In Section VII, the methodologies for system optimization are presented in detail. In Section VIII, the discussion and future directions are stated. In Section X, the paper is concluded.
Preliminaries

Blockchain
As the underlying technology of bitcoin [7] , blockchain adopts a decentralized system framework with the proof-of-work consensus institution. It can avoid the double-spending problem. The transactions are linked together by the secret keys and timestamps to form a chain.
When new transactions are generated and broadcasted, each node collects the new transactions into a block. Then, they work on finding a difficult proof-of-work for its block. When someone finds an answer, it broadcasts the block to all nodes. All other nodes check if it is valid and has not been spent.
In addition, an appropriate incentive mechanism is proposed to encourage more miners to join the system and run the mining computations. After the great success of the application in bitcoin, blockchain has been explored in other possible applications with the addition of smart contracts.
Zero-knowledge proof
A zero-knowledge proof is a convincing proof to someone that "I do own something without revealing the solution or the exact content of what I own" [37, 38] .  Interactive zero-knowledge proof. In the presence of both the prover and the verifier, the prover claims to possess the knowledge and the verifier keeps challenging the prover until the responses from the prover can convince the verifier that the prover does possess the claimed knowledge. But if the two parties collude, they could spoof others into believing that they possess the knowledge without actually knowing it.  Non-interactive proof of zero knowledge. The interactions between prover and verifier is not necessary. Instead, an additional machine program that no one knows about will be used. The proof calculated by the machine automatically prevents either party from cheating.
Ring signature
Ring signature scheme makes use of algorithms to construct signatures with unconditional anonymity. It is mainly composed of the following algorithms [39] [40] [41] :  Generate. A probabilistic polynomial time (PPT) algorithm, with security parameter k as input, uses different public key systems to generate public and private keys for each user and output the result .  Sign. When signing the message m, the public key of n ring members and the private key of one of them will be used to generate a signature R with ring parameters.  Verify. A deterministic algorithm that takes a message and a signature as inputs. If the message matches the signature, it returns 'true'; otherwise, it returns 'false'.
Cloud Computing & Fog Computing
Cloud Computing is a computing paradigm in which the service providers can remotely distribute computing and storage resources to users through the networks in an on-demand manner. The resources are available to users without their direct active management [42] .
Fog Computing takes advantages of weaker and decentralized edge devices in place of the powerful servers in cloud Computing. Fog computing has a closer proximity to users and larger geographical distribution. [43] .
Onion routing & garlic routing
Onion routing is a technique for anonymous communication. In an onion network, messages are encapsulated in multiple layers of encryption like an onion. The encrypted message will pass through a series of onion routers, each of which decrypts one single layer, uncovering the next node [37] . Only the original sender knows where the destination is, and only the original sender and the destination node know the plaintext message. All intermediate nodes know only the immediately preceding and following nodes, hence achieving the anonymity of the original sender and the message.
Garlic routing is a variant of onion routing. Different to onion routing, it groups messages and disperses them through multiple tunnels, which further increases the difficulty of attack.
Challenges of Blockchain-based Energy Trading
Disadvantages of traditional energy trading model are as followed: i.
Centralized third-party control: as an important part of the central network, errors of the centralized third-party will interfere with the authentication and payment activities, causing severe damage to the operation and security of the whole system [44, 45] . In addition, the centralized system management leads to high operating costs, low transparency, and potential risk of transaction data modification [46] ii.
Privacy protection and security issues. Third parties may disclose an user's energy generation pattern and predict an userʹs daily activities and behavior rules based on historical information. iii.
It does not reflect the cause-and-effect relationship between the expense of each consumer for the use of the grid and the total energy cost associated with the grid [47] . iv.
The lack of competition between renewable energy pricing and traditional market pricing will discourage the investment in renewable energy [47] .
v. The grid lacks the resilience to cyber-attacks [48] .
vi. Energy is generated from centralized and large energy plants, which reduces the flexibility to adapt to an increasing demand [49] .
vii. Energy tends to travel long distances before reaching the consumers, and only one energy flow is supported, making it vulnerable to disruptions [49, 50] . However, blockchain is also vulnerable to attacks. For example, in [55] , five attacking methods were identified in the Internet-of-Things system based on blockchain. We summarize the following challenges for the systems combined with blockchain:
i. Low efficiency [52] and high transaction costs [53, 54] . Due to the shortcomings of blockchain itself, the transaction speed cannot meet the system requirements. At the same time, the transaction costs of blockchain can raise the overall cost of the system. ii.
Privacy protection and security issues [52, 54, 55] . How to avoid big data statistical prediction and behavior model analysis when the transaction is concluded and the rights and interests of both parties to the transaction can be guaranteed may be a severe challenge. There are also potential risks such as private key leak [8] . iii.
Real-time communication [53] . The challenge of the real-time communication of a large amount of sensor data. iv.
Price model. How to price a deal properly to help buyers and sellers reach an agreement on quickly? v.
Lack of motivation [8, 52] . How to encourage manufacturers (manufacturers of what?) to join the system when there are many privacy concerns. vi.
Cost minimization, multi-scene welfare maximization. In the case of multiple variables, how to ensure the minimization of the overall energy cost of the system, as well as the assurance of trust, rationality of independent individuals, and computational efficiency [56] . vii.
Lack of a regulatory framework with flexibility [53, 57, 31, 36] . viii.
There is also the issue of environmental energy consumption, because the system requires a large carbon footprint [53] . 
Category I: Energy Transaction
Pre-trade communication
Users often need to publish their own supply and demand before identifying the trading partners. In this process we need to ensure security and protect users' privacy.
Address fuzzification
First of all, there is a simple way to hide the actual address of the user, anonymous addresses, in which a new pseudonym address is generated for each transaction. Most digital currencies using blockchain technology employ anonymous addresses to provide anonymous services [44] . System forces users to randomly generate new message addresses for each new transaction to remain anonymous [59, 60] . However, the connection between the pseudonym and the user can be found through the matching between the electricity consumption data and the user behaviors. Therefore, in [61] , each user is allowed to create multiple pseudonyms and submit their power consumption data under different pseudonyms to break such link. Furthermore, bloom filters are used to determine the validity of pseudonyms and zero knowledge is used to verify the existence of pseudonyms.
At the same time, zero knowledge proof also has other applications. For example, in [38] , Non-interactive zero-knowledge proof is also used to realize address fuzzification by hiding a coin to the coin list, which can successfully sever the link between the user and the coin. Moreover, the ring signature algorithm mixing through Zero-Knowledge Proofs in [37] is used to generate many new wallets addresses to realize the intractability and unlinkability of transactions.
Data hiding
The basic idea is to hide the data that needs to be hidden into a large data set. In [62] , existing household energy storage units have been used to blur household consumption and reduce the cost of load hiding. The opportunistic joint use of electric vehicles, heating, ventilation and air-conditioning systems can reduce or eliminate the reliance on locally dedicated rechargeable batteries. The mutual information between the original household load and the mask load has been used as the privacy protection measures. For the mask load time series and the original load time series, the combination of existing thermal appliances and energy storage units has been used to hide the household load. In [63] , a data confusion scheme is proposed. In the bidding mechanism of power trade, only the information regarding the overall customer transactions is released to suppliers, so that they are able to calculate monthly bills but have no access to fine-grained data. Producers need to transfer production assets to an intermediate mixing service as proposed in [59] . Since the service simultaneously moves assets from multiple producers to multiple anonymous addresses, and the anonymous addresses are randomly generated by the prosumers, the blended assets cannot be traced back to the original prosumer. Similarly, the group signature algorithm adopted in [37] allows members of a group to send transactions in such a way that the receiver can only know that it comes from a group member but nothing more, without using a central authority.
In [64] , a virtual power plant is used as the intermediator for the negotiation between prosumers and the aggregator, without sharing any private information. Additionally, in order to prevent the information leakage caused the side-channel attacks during data exchange, a bilinear ECDSA signature mechanism is proposed in [65] against adaptively chosen messages attacks under the continual leakage setting.
Route hiding
The garlic routing scheme proposed in [37] takes intelligent electricity meters, manufacturers and distribution system operators as the server nodes for garlic routing, and applies netDB to realize the routing allocation, thus preventing attackers from obtaining some private information of both parties in a transaction based on the routing messages.
In [54] , a routing method using the public keys as identifiers is proposed. That is, nodes with high resource availability are responsible for forming the backbone network. Backbone nodes route groups based on the destination's public key. Normal nodes can be associated with multiple backbone nodes for protection of anonymity with multiple public keys.
Matching
Stable Matching
In order to protect the privacy of fixed residential charging piles, mobile electric cars and other charging equipment, a homomorphic encryption-based position hiding method is proposed in [66] so that the exact locations of the supplier and demanders can be known only if the stable matching is successful. When matched, the mobile suppliers need to send their updated location to the demander. This method generates the preference list in the ascending order of distances, which is calculated from the encrypted location information of the suppliers and demanders. Finally, based on the preference lists, the distributed stable matching algorithm obtains a matching such that every demander and supplier is satisfied.
In [67] , the symmetrical allocation problem based on native auction algorithm is used to match the buyers and sellers in the energy market. The naive auction algorithm is carried out in rounds, and only one buyer bids for the desired object in each round.
In [68] , both the buyer and seller provide a vector and some matching criteria under the premise of ensuring safety. The objective is to find an optimal set of solutions that satisfy these criteria. With further consideration of time constraints, physical constraints, and more flexible pricing updates, the system can provide the most appropriate matching strategy. -For this paragraph, the main contributions that the authors of [68] think that their paper have made are not mentioned. By reading the technical details in this paragraph, readers will not have a highlevel idea of what [68] is working on, which can be found from the abstract, main contributions, and conclusion sections.
Auction mechanism
Initially, the auction mechanisms were used only in a distributed model. For example, in [69] , the auction mechanism is skillfully compatible with incentives, and the distributed mechanism is adopted to transfer the auction calculation to users, so as to ensure the honesty of users and reduce the burden on hubs. Moreover, a battery state model for electric vehicles is proposed in [70] , which is responsible for clarifying the factors that buyers and sellers need to consider when determining the transaction price and volume during the auction process. The auctioneer determines the optimal allocation by controlling the bidding increment.
When blockchain technology has not been adopted, Majumder [71] et.al proposed an efficient double auction mechanism to maximize the participants' utilities and the social welfare in a distributed system structure, which is completed by the controller in an iterative way, avoiding the need of private information. It is also widely used in distributed grid transactions [58, 72, 73] . After the blockchain is widely adopted, this auction mechanism's main claim is to match the parties at auction, not the goods to be traded [74, 75] . The charging and discharging parties send bidding vectors to the auctioneer respectively, and auctioneer carries out multiple iterative auctions on the price matrix of both parties. The buyer and seller solve their optimal price and the best matching object from multiple iterations. The same mechanism is used in the system and an adaptive aggressive strategy is adopted to adjust the quotation according to the market changes. To prevent unexpected situations, the interests of users can also be guaranteed through multi-signed digital certificates [46] . Furthermore, there are other auction mechanisms that build on top of this. The Double Auction in [76] adopts the average mechanism, in which the reserve price is calculated on an average basis and the seller with a lower reserve price will be allocated to the buyer with a higher bid in a greedy way. In [77] , it takes the continuous double auction as the second stage of the auction mechanism. The first stage is the call auction stage, in which buyers and sellers conduct one-time matching transactions and provide guiding prices of various types of energy for each period.
On account of the contradiction and interactivity of energy transaction, the game theory method will be an effective tool to improve the system. The application of game theory in blockchain-based energy trading has been comprehensively studied in [78] . In [79] , the noncooperative game theory --Nash equilibrium is used to adjust the matching process to achieve the optimal matching. Each player assumes to know the equilibrium strategy of the other player, and users in the system cannot increase their revenue by only modifying their own orders.
There are many other auction mechanisms, such as those algorithms that outsource the mining operations to the Edge Computing Service Provider (ECSP) and maximize the social welfare while guaranteeing the truthfulness [80, 81] . In [80] , a multi-layer neural network architecture is constructed, and the optimal solution is obtained by deep learning. In the scenario of EV charging [82] , a dynamic optimal contract assignment and energy allocation algorithm is devised. Based on contract theory, the optimal contracts are designed to satisfy consumers' distinct energy consumption preferences and maximize the operator's utility. A parallel multidimensional willingness bidding strategy is proposed in [83] , to be specific, it is to update the bidding price and give a list of up to three willing trading objects by using historical transaction records, bidding antagonism and other factors between buyers and sellers in the discussion of bidding. In [84] , a local auction market was suggested, in which a generic, low-cost solution is implemented using blockchain technology, Specifically, blockchain-based aggregators can perform market clearing, battery energy storage system (BESS) execution and other obligations to ensure that they are applicable to BESS of any size.
Pricing mechanism
The pricing scheme in energy system is very important, it is also related to the system performance. In [85] , real-time pricing and direct transactions can be made through the framework of coalitional game theory, and the appropriate electricity price can be easily calculated. A bidding protocol based on secure Multiparty Computation (MPC) is proposed in [63] , it allows mutually distrustful parties to compute without disclosing fine-grained electricity consumption data. The trade price and bids selection are performed in a distributed, oblivious manner. The billing protocol is based on a simple privacy-friendly aggregation technique that can prevent the detailed consumption data from leaking to suppliers when they calculate customers' monthly bills
In [86] , a novel P2P pricing mechanism is proposed, which can significantly increase the economic benefits of P2P participants and can be used in any P2P energy sharing model. Specifically, a compensating price is introduced to compensate the prosumers to ensure them be better off when they participate in P2P energy sharing. In [75] , the zero intelligence plus (ZIP) traders are acting as the agents. Since ZIP traders are subject to budget constraints, they automatically adjust their margins based on the matching of previous orders. A pricing mechanism using the mid-market rate is proposed to ensure the stability of the coalition and the interests of prosumers in [87] . In other words, this is a mechanism to decide whether the electricity needs to be purchased from or sold to the grid according to the relationship between the total power generation and the demand, so as to coordinate the price. In addition to the basic transaction pricing, there are many other aspects to be considered in a pricing mechanism, such as the maximization of system performance.
For example, there are some pricing algorithms based on game theory. Through comparison and evaluation of multiple pricing mechanisms, it is concluded that the pricing mechanisms based on game theory can achieve the best local energy scheduling [88] . In [89] , an optimal loan pricing strategy in a credit-based payment scheme is proposed, which makes it possible for buyers who donʹt have enough coins to buy energy. It also computes the best count of loan for each borrower and the penalty rate through a noncooperative Stackelberg game. Stackelberg game theory is also used in [90, 91] , in which the service demand pricing of miners is considered from the perspectives of unified pricing and discriminatory pricing respectively, both of which are calculated to determine the best price for profit maximization. 5.3. Settlement The next step is the process of settling accounts between the two parties of a transaction.
Off-Chain Interaction Technologies
The idea of off-chain payments is similar to creating an escrow account off the chain (More content needed to explain "off the chain": e.g., make multiple transactions without writing into Blockchain) between the two parties of a transaction [92] . Off-Chain Technologies can also help to increase the speed of transaction confirmation with minor sacrifice of the decentralization, and can save the transaction fee [77] . Through offline communication, the transmission of clearing price, matching result and other market signals is realized within certain timing constraint [60] , and the distribution system operators can also request asset transfer [37] .
In [92] , the off-chain payment is applied to the network optimization model of electric vehicle charging station, which not only solved the problem of privacy exposure in conventional charging system, but also addressed the drawbacks of low efficiency and high transaction cost in Bitcoin network.
The matching method in [68] mentioned above is performed using an off-blockchain solver. The solving of the matching problem is divided into two parts, the off-blockchain solver is running to find a solution on powerful computers based on the latest offers, and the smart contract on the chain only needs to verify the feasibility of the solution and to select from the multiple candidate solutions.
The idea put forward in [93] is very similar. The contract and ledger are stored separately to enhance the width of the chain from the traditional single chain to double chain, which increases reliability of the blockchain. In addition, each pair of contract block and ledger block is equipped with a high-frequency verifier, to inspect any inconsistencies and malicious manipulations. If any inconsistency is found between the recalculated ledger and the existing one, an alert will be sent to the prosumer to prevent possible data manipulations.
Multi-signature algorithm
Multi-signature algorithm is used to ensure transaction validity. Itʹs basically about finding someone else to prove that neither side cheated. If the third party fails to satisfy both parties, it may be replaced. The conditions under which a transaction can be redeemed are defined using a multi-key script, the minimum M public keys can be signed to prevent theft [44, 54] . If they only want to trade partial ownership, they could also adopt time locked multi-signature to refund the transaction.
Zhao [77] et al propose the concept of multi-signature wallet. The token signed by the buyer and the exchange, and is transferred from the blockchain account to the multi-signature wallet. The contract containing the order information of the buyer and the seller is sent to the exchange. The exchange classifies the orders according to the kind of energy and the delivery time, so that the orders could be settled in the same period.
Market transaction model
Three market transaction models are studied in [94, 23] . First of all, a day ahead of trading, the market is cleared the day before it operates [95] . The products considered in the proposed day ahead market are energy and flexibility. The next dayʹs hourly clear of demand and supply generates 24 market prices and quantities. The supply and demand participants are matched before the payment is executed. If the supply and demand do not match, a distributed flexible load is allocated to cover an inflexible supply. The load owners need to set a price and the cheapest loads will be to cover the inflexible supply. If there is still a mismatch between supply and demand after the allocation, the rest will be traded in the wholesale market. Similar ideas are applied in [47] , the gap between the market and renewable energy pricing is explored firstly, then an hourly alternative energy pricing scheme is proposed that would help expand renewable energy production while reducing the carbon footprint.
A real time trading is to conduct market clearing at the same time, or close to, as operation [94] [95] [96] , It generally has a certain frequency. periodically, the node sends the predicted deviation to the market and eliminates it by trading energy. In contrast to the previous settlement model, it uses a flexible payload to correct bid bias. If the flexible load in the system can successfully eliminate deviations, then the market price will be the price of the last accepted flexible load.
The final model is a system based on grid operators sending quotes and node responses. When the operator anticipates congestion, the node provides flexibility to reduce power at its own time stage, then the node sends the quantity and price it can offer, and the operator selects the tender that meets the requirements.
Category II: Consensus Mechanism
For traditional blockchain, there are several mature consensus mechanisms. When combined with energy trading, it is also likely to adopt a more traditional model or slightly modified model to meet the requirements of the system. Several common consensus mechanisms, like Proof-of-Work (PoW), Proof-of-Stake (PoS), Practical Byzantine Fault Tolerance (PBFT), Proof-of-Authority [114] , Proof of Burn (PoB) and Proof of Elapsed Time (PoET) are summarized in [98, 59] .
Proof-of-Work
Since the proof-of-work mechanism was initially used in bitcoin, the most common earlystage consensus mechanism in blockchain-based energy trading was POW [60, 80, 81, 34] . The consensus proof is achieved by solving a difficult problem, that is, finding a nonce to form a hash value satisfying the condition. Double-spending can be avoided to some extent because finding an answer requires a lot of computing resources. Other nodes can easily verify the answer. However, its weaknesses are obvious, such as the long delay to confirm a trade [94] . Additionally, POW in bitcoin cannot be directly used for energy transactions, because it can only provide integrity check for things, which is far from enough for energy transactions [68] .
Later, many improved methods have been proposed on this basis. The auction-based market model is designed precisely because of the characteristics of POW mechanism in [56] . Limitations on computing resources have led miners to outsource computing to cloud computing servers. The overhead of proof-of-work is too high for mobile devices, so edge computing [90, 99] and Cloud/Fog Computing [91] are used as a network support device, and two pricing models for uniform and discriminatory pricing schemes are further proposed to assist. That is, Regarding the rewards given to the miners, there are fixed rewards and variable rewards, so that the competitive factors of the miners are not only related to the calculation force, but also related to the size of the block for certification.
In [97] , the data contribution frequency and energy contribution rate are specially utilized to realize consensus. The data currency and energy currency inspired by blockchain are proposed correspondingly to solve the safety problem in the interaction of electric vehicles. In [74] , there are two ways as in proof-of-work mechanism. One is for local aggregators (LAGs) about data audit, it is similar to the traditional pow in Bitcoin, which generate a unique hash value of difficulty for each block. Another is for Plug-in Hybrid Electric Vehicles (PHEVs) about energy contributions, the discharge PHEV that contributes the most to the power supply is awarded with energy currency as an additional incentive. The total energy emitted is measured and recorded by smart meters, which is PHEV ʹs specific working proof of energy contribution.
In [100] , consensus-based optimization is realized to ensure that the final demand response strategy can be trusted through the consensus among participants, so as to resist the conspiracy attack. The consensus mechanism of the combination of the consortium blockchain and the energy transaction is similar to the traditional mode in bitcoin [89] . The difference is that only a few authorized nodes are verified, and an additional leader node is added to issue the audit content to the authorized node for verification. Then the authentication results are compared. If the authentication results are consistent, the transaction will be made, and the leader node will receive additional rewards. In addition, a credit-based payment mechanism is designed to reduce the transaction confirmation time.
Proof-of-Stake
This is an alternative that requires little CPU power. In the proof-of-stake system, instead of competing, miners maintain a set of validators that participate in the block creation process. Each verifies that it has a stake in the grid, and the equity is used to determine the likelihood that the node adds the next block of transactions to the blockchain [25] . The system requires participants to prove the ownership of the currency. People with more money are less likely to attack networks. However, this mechanism tends to make the rich richer and the poor poorer.
Other consensus mechanisms
DBFT
In [82] , a reputation based delegated Byzantine fault tolerance (DBFT) consensus algorithm is proposed, which reach a consensus through the cooperation of the ordinary nodes and the consensus nodes. After all non-leader consensus nodes complete this process, the appointed leader will broadcast the proposal message and send its candidate blocks to other consensus nodes. The non-leading consensus nodes compare state sets, and when different consensus nodes receive at least the same M − f consensus, which means there are at least f consensus same results out of M consensus nodes, new blocks can be generated.
Category III: System Optimization
structure optimization
Firstly, there are many structural optimization models to improve the performance from the system design level.
In [73] , a new interactive energy control model, including framework, mathematical model and pricing rules, is proposed, which can accurately match the solutions of centralized mechanisms while maintaining the privacy of the microgrid. It can be processed in parallel to reduce the time spent. In [101] , an e-commerce model is developed based on the Internet of things and blockchain. Distributed autonomous companies are used as cross-departmental entities to process data and property. The system consists of three subsystems in [102] , namely, the consumer system, the blockchain system and the transaction system. The users participate specifically in the consumer system and has a smart meter associated with it. Blockchain systems provide storage and are responsible for running smart contracts. The trading system provides robot advisors to advise users on the most suitable preference schemes to maximize the profits. It constitutes a private, decentralized and free energy market.
In [103] , cloud computing and blockchain were still used as partners, and a new model, BCPay, is built to solve security problems in outsourcing services, achieving stability and the socalled robust equity. Analogously, in [100] , a demand response model based on fog computing is proposed. The nodes in fog computing are reconstructed and the attacks can be resisted by consensus-based optimization and access control encryption. Demand response participants are divided into groups to reach consensus, and Nash equilibrium based on game theory is used to realize the random global optimization.
Considering to the impact of factors such as intermittent power generation and the grid load consumption level, it may be unable to meet the requirements from smart grid components, hence storage units are deployed in [104] . A new framework is proposed, which combines the double auction market model and non-cooperative game theory to generate a dynamic pricing mechanism that enables geographically distributed storage units to interact and trade energy. In contrast, Ilic et. al [105] focuse on market energy transactions at the regional level, in which the price of energy transactions includes the necessary transmission costs but is hidden from end users. At the same time, intelligent agents are adopted to act on behalf of the end user, considering the massive interaction between the end user and the market. There are also multiagent systems to meet different needs [67] . The role of an agent is also studied in [106] , which addresses the issue of proportionately fair and two-sided energy auctions.
Moreover, for the storage problem, Wu [107] et al. designed a hybrid Blockchain architecture and a new storage mode which combines the public chain with private chain to improve the efficiency. Specifically, the public chain is used to identify data integrity, while the private chain is used to verify transaction accuracy. All blocks can be divided into management blocks and storage blocks, which are independent to each other. Users can query the data record in the management block, but they can only see the encrypted hash value instead of the original data. At the same time, the system also has the incentive mechanism driven by interests to attract more users to join the system.
operational cost minimization
The cost minimization involves both the individual users and the overall energy cost. For example, Lin et.al [96] mainly consider from the perspective of individual end users. The mixed integer linear programming is used to reduce energy waste and minimize energy cost. In [54] , a proof-of-concept architecture based on secure private blockchain is proposed. The concept of atomic meta-transactions is introduced. The energy consumer will make a commit to pay, and after receiving the energy, an energy receipt confirmation will be generated for confirmation and connected with the smart contract. The system has proven to be able to reduce the cost, processing time, and block size of energy transactions. In [108] , similarly, the operation cost of electric vehicle charging stations is prioritized, while the energy supply is not affected. It is proposed that renewable energy can be used for the operation of charging stations during the day, while the central battery pack stores the excess energy at night. In this way, the charging cost of EV owners can be minimized.
In terms of the total cost, in [49] , the energy transaction between isolated island microgrids are studied, and a distributed convex optimization framework is developed for it. A cost minimization algorithm based on sub-gradient is proposed, which can expand the number of microgrids and maintain the privacy of local consumption. Hajiesmaili [109] et.al focus on solving the heterogeneity between micro grid devices. A crowd-sourcing storage system to design a centralized online algorithm is adopted, which can minimize the cost while achieving supply and demand balance. The hybrid approach combines the smart contracts of blockchain with the use of traditional computing platforms in [68] .
social welfare optimization
The Kelly mechanism is a type of auction algorithm that allows an agent to bid separately, with bidders receiving bids allocating shares in proportion to the value of the bid. This bidding mechanism can maximize the overall benefits of all agents, namely the so-called social welfare, which is realized through effective auction [106] . This paper has also proved that double auction is easier to minimize the efficiency loss caused by price expectation than single auction, and has proposed a distributed iterative auction algorithm, which allows the selfish agent to estimate the expected price behavior through the information of previous iterations.
To achieve this, there have been many studies using different strategies. In [110] , it is proposed to maximize social welfare through smart contract of blockchain and automatic initiation of fine-tuned rules. Jiao [56] et al. have designed two different cloud-based auction mechanisms for different scenes. For the constant-demand scheme, each miner bids for a fixed and limited price. While for the multi-demand scenario, the miners asked for their own needs and then issued corresponding demands freely. Both models can maximize social welfare.
In [74] , according to the social welfare objective function, the optimization is calculated according to different constraints. However, detailed information is required for calculation. A reasonable mechanism is needed to extract information for calculation while ensuring user privacy. To the same end, edge computing and deep learning are used in [80] to achieve an optimal auction, which transforms based on the minerʹs bid and calculates payment rules, considering the authenticity and computational efficiency [81] .
Data protection in storage
In addition to data protection in the communication process, Gai [55] et al. focused on the data stored in blocks, this part of data may be subject to link attacks or malicious data mining, hence threatens the privacy of users. In this paper, a noise-based privacy-preserving blockchainsupport transaction model is proposed to generate noise to hide the transaction distribution trend. The energy sales of sellers are screened by mining the energy transaction volume. In [61] , a method of grouping users is proposed. One user is randomly set to be the aggregator in each time interval. Even if the aggregators are malicious, the tampered data will be discovered by others.
Other benefits maximization
In addition to the cost and social welfare, there are many other performance indicators that need optimization.
In [111] , an optimal charging scheduling scheme is proposed for electric vehicles by using Nondominated Sorting Genetic Algorithm (NSGA), which can maximize user satisfaction and minimize cost based on a double-objective optimization model. A novel process and an incentive mechanism are proposed to coordinate, allocate and settle energy transactions in [88] , which allow producers to choose their preferred pricing strategy to maximize profits while keeping consumer costs to a minimum. There are many published studies achieving these two goals. For example, the market premium or discount based on the market price one day in advance [47] , an extensible framework consisting of two independent nonlinear programming models for the coordination of residential load [64] , and the pricing mechanism of the intermediate market interest rate proposed in [87] .
There are also performance optimizations using game theory methods, for example, in order to solve the problem of energy management, Tushar et. al [112] for the first time take use of Shared facility controller to play an uncooperative Stackelberg game between the residential and the shared facility controller. The cost minimization and benefit maximization can be achieved. On this basis, Lee et. al [113] proposed a completely distributed energy trading mechanism, in which the seller needs to weigh the satisfaction of income and energy storage. The buyer needs to make a bid to track the sellerʹs behavior, and the Stackelberg game is used to solve the case with multiple leaders and multiple followers, so as to realize the maximization of all micro-grid benefits. In order to maximize the utility of the operator, a method based on the contract theory is proposed to analyze the optimal contract, which can meet the individual energy consumption preference of electric vehicles and maximize the utility of the operator [82] . The two-stage Stackelberg game is used to maximize the benefits of cloud computing services and miners in a consensus process in [91] .
There is also a common mode to maximize the benefits of system users by formulating appropriate auction mechanism. In [76] , distributed controllers and centralized auctions are used to perform market clearing. The maximum welfare of market users can be ensured without the need for user's personal information.
Discussion and Future Directions
Increasingly more experiments show that the distributed system architecture represented by blockchain can bring greater flexibility and better performance to the energy trading market. The development of blockchain-based energy trading has made some progress and is gradually maturing. In general, the most common application form of blockchain technology in energy trading is the main framework of the system, which plays an important role in storing transaction data and ensuring security. Meanwhile, there are also those who use blockchain only as an implementation tool to achieve certain functions.
However, based on the study we presented above, there are still some issues that have not been well-addressed.
Firstly, the lack of incentive system. Many architectures only consider the basic transaction algorithm of the whole system operation, but have ignored how to stimulate the nodes to join the system, such as formulating the appropriate transaction fee model, maximizing the benefits from the perspective of end users, and so on. Certainly, it is surprising that we can see a trend that more and more systems begin to consider the interests of ordinary consumers in optimization [96, 50, 35] . This, on the other hand, reflects that only by focusing on the interests of individual users can the development of the power industry be stimulated to some extent.
Secondly, the improvement of consensus mechanism. At present, most systems still use POW, or the improved POW, when applying the consensus mechanism. However, many problems exist in this mechanism, such as the long time it takes to reach an agreement, and the high computational overhead. The system that we talked about earlier requires a large carbon footprint in part because of this consensus mechanism. Some of the proposed mechanisms, such as POS and PBFT, are proposed cope with the shortcomings of POW. However, they are not widely used in energy trading currently.
Thirdly, the process of transmission. There are few technologies related to route hiding. This can bring troubles to the privacy and security of users.
The last problem is the application of such systems in real life, which needs a lot of experimental and simulation tests [53] . The specific challenges include
• Lack of regulatory mechanisms. In most countries, power grid taxation is an important part of national financial income. Although transaction fees can be used to make relevant adjustments in the blockchain system, there are still needs to establish relevant systems laws and regulations. Without judicial guidance, it is hard to be widely adopted, especially by large companies.
• Implementation of the physical layer. Few systems have actually considered the implementation of hardware at the physical level, and the limitations of hardware have a great impact on the design of the system. Moreover, due to the tight network structure of the blockchain system, it is likely to cause cascading physical failures.
• Environmental challenges. Distributed ledgers require a high carbon footprint and energy consumption. Currently, few researches have been conducted on how to reduce the carbon footprint, given the high amount of data exchanged across the system. Even if the carbon footprint is not taken into account, there will still be many problems in practical applications. Additionally, the scalability of the system will also have a great impact.
In fact, apart from the application form of blockchain described in this paper, there are more extensive application forms, such as those described in [57, 114] , in which blockchain can be used to register and store carbon emissions, or to promote the use of renewable energy. For example, the concept of green blockchain was proposed in [115] , which has been applied to another area of the energy market, namely the industrial operating systems, to manage environmental certificates, emission permits and other projects.
In the future, we should focus on these unresolved challenges. Simulation system analysis of large-scale practical applications may encounter problems. Moreover, blockchain technology has its unique advantages, and it can also be applied in other aspects of the energy market. Its application in other fields needs to be explored to generate greater benefits for the society, like the concept of green blockchain.
Conclusions
In this paper, we summarized the improvements made in each stage of the transaction in blockchain-based energy trading market. We have investigated many relevant issues, from the removal of the centralized control in distributed architecture, the solution of security and privacy issues, transaction object matching issues, the auction pricing mechanism at the time of settlement, to the cost minimization and benefit maximization of the system. Finally, we have highlighted the unsolved problems and provided insights for future directions.
